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Technology Regulation
in the Digital Economy ot
An illuminating guide to

understanding how the law
applies_to technology

Mr Yeong Zee Kin Mr Kenta Kusano
Chief Executive Chief Executive
Singapore Academy of Law LawNet Technology Services
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Keynote Address

Mr Edwin Tong SC, Minister for Culture, Community and Youth and Second Minister for Law, Ministry of
Culture, Community and Youth & Ministry of Law (Singapore), will deliver the Opening Remarks

Minister Edwin Tong SC
Minister for Culture, Community and
Youth and Second Minister for Law
Ministry of Culture, Commmunity and
Youth & Ministry of Law (Singapore)

S
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21 September 2023
0930 - 1100 GMT +8

Building a Safer Space Online: Challenges and Solutions

The rise of social media and user-generated content has provided unprecedented access to information. However,
it but has also led to the spread of misinformation and various forms of online harms, especially for young users. As
more children spend time online, concerns around exposure to inappropriate content and inadequate protection

of data and privacy continue to grow. This panel discussion brings together experts to share their insights on issues
such as the challenges in regulating online content, the effectiveness of existing regulation models, the roles of
various players in creating a safer online environment, and leveraging technology to improve content regulation.
The panel will also look at how we can create a safer and age-appropriate online environment for young users, while
also protecting their privacy. Finally, the discussion will cover the potential for public education to complement
online safety regulations.

Moderator: Mr Timothy Ma
Ms Gwenda Fong Head of International Privacy and
Deputy Secretary Data Protection Department,
(Development and Regulation), Tencent

Ministry of Communications and
Information, Singapore

Ms Simran Toor Prof Sun Sun Lim Ms Vanessa Yeo
Chief Executive Officer, Vice President, Partnerships and Cluster Director
SG Her Empowerment (SHE) Engagement, (Strategic Policy & Operations),
Singapore Management University Info-Communications Media

Development Authority
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1130 - 1300 GMT +8 Law of

Legal Implications of Generative Al - is it a tool of the
future?

Generative Al has emerged as a powerful autonomous tool with numerous applications in various fields, including
art, music, and design. However, its legal implications present several challenges. This panel will explore the extent
to which copyright protection may potentially subsist in Al-generated works, as well as how copyright ownership
issues of such works can be resolved under prevailing legislative regimes. The panel will also critically examine
whether the computational data analysis exception covers the use of generative Al and whether these and other
uses may also potentially qualify as fair use. The use of material that could include personal data which is accessible
from the Internet has led to investigations for possible violation of data protection laws. Furthermore, the panel

will discuss the legal analysis that emanates from the source material that may be used to train Al systems and

the methods for gathering such material. Given that some of this source material may be potentially protected by
copyright and data protection laws, there are concerns regarding the legality of such gathering methods. The panel
will also discuss what kinds of data, works of art, copyrighted materials, and other materials are suitable for use in
generative Al, and the extent to which rights may be cleared.

Moderator: Mr Jared Ragland Dr Alan Ragueneau
Dr Stanley Lai SC Senior Director, Policy - APAC Europe Managing Director,
Head of the Firm's Intellectual Property BSA | The Software Alliance Nextlaw In-House Solutions,
Practice, Co-Head of the Cybersecurity & Dentons

Data Protection Practice and Partner of
the Litigation and Disputes Department
Allen & Gledhill LLP

43

Ms Winnie Tam SBS SC JP Prof Steve Tan Prof David Tan

Senior Counsel, Chairman, Partner Co-director, Centre for Technology,
Hong Kong Bar, Rajah & Tann Technologies Pte Ltd Robotics, Al & the Law;
Des Voeux Chambers National University of Singapore -

B - =
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1430 - 1600 CMT +8 Do o

Developing and Deploying Immersive Technologies and the
Metaverse: Current Policy & Legal Issues for Practitioners
and Anticipating Future Challenges and Solutions

Given that people’s experiences in immersive technologies (virtual reality, augmented reality, and mixed reality; or
collectively, “XR") and eventually, the metaverse, more closely mimics / will closely mimic physical life, what legal
and policy issues are practitioners currently facing, and what solutions are they using to address these issues?

And then, looking 2, 5, and even 10 years ahead - how should we think about behavior in the context of these
technologies, and new risks that will emerge? What rules are needed for effective mitigation of these risks and how
can we best enforce them? At what level are these best decided - platform-wide, at the hardware level, at the app
store level, at the distinct experience / game / environment level, or at the level of individual commmunities? What are
the responsibilities of app developers, hardware developers, community moderators, and other parties involved in
building and deploying these technologies and experiences? We will look at the top current policy and legal issues
prevalent in the development and deployment of XR technologies, current solutions - and, anticipating the increase
in related challenges and opportunities - how these solutions could evolve, to address the possible need for a
reimagined governance framework for XR technologies and the metaverse.

Moderator: Mr Marcus Bartley Johns Mr Josh Lee Kok Thong
Ms Clara Koh Asia Regional Director, Government Managing Director (Asia Pacific),
Head of Public Policy for Singapore, Affairs and Public Policy Future of Privacy Forum
Malaysia, and ASEAN Microsoft
Meta

Mr Benjamin Sern Wee Ming Mr Alex Toh

Avium Founding Member & Partner, Local Principal,
G5M Baker Mckenzie Wong & Leow
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Navigating the Complexities of Generative Al: Deepfakes,
Malicious Code, and Cybersecurity Challenges

Generative Al has brought remarkable advancements to various fields, but it also comes with a host of concerns
and risks. This panel discussion dives into the multifaceted issues associated with generative Al, focusing on three
critical areas: deepfakes, the potential generation of malicious code and applications, and the use of generative Al as
an active tool in uncovering vulnerabilities and identifying attack vectors, particularly in the realm of cybersecurity.
Expert panelists will explore the implications of deepfakes on privacy, misinformation, and trust, examine the

risks posed by the generation of malicious code and its impact on cybersecurity defenses, and shed light on the
innovative applications of generative Al in vulnerability discovery. Join us as we delve into the complexities of
generative Al and discuss strategies to mitigate its risks while maximizing its potential for positive impact.

Moderator: . Mr Connell O'Neill Dr Jonathan Pan
Mr Yeong Zee Kin Partner and Head of APAC TMT Practice,  Chief Disruption Technologies
Chief Executive Officer, Gibson, Officer,
Singapore Academy of Law Dunn & Crutcher LLP HTX

.‘\\_;,
Mr Eric Le Quellenec Ms Jill Schornack Ms Angela Xu
Partner, Vice President, Senior Privacy Counsel for APAC,
Simmons and Simmons LLP Product, NetDocuments Google

Ol
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Global Developments in the Regulation of Online
Intermediaries

In this panel, the evolving regulatory landscape for online intermediaries will be examined, including the

changing roles and expectations of internet intermediaries and calls for greater regulation. Since the 2000s, online
intermediaries have generally been granted exclusion of liability and safe harbour provisions, with no obligation

to monitor the content they host. However, some internet intermediaries now compete directly with merchants

on their platform, monetize services through advertisement and paid ranking priority, and have access to and

use data generated by merchants on the platform. The changes that have taken place include subjecting online
intermediaries to requirements to block and carry corrections, and imposing obligations of transparency on
intermediaries. Ongoing changes include the EU Digital Services Act and Digital Markets Act, which aim to impose
higher levels of obligations on online intermediaries that meet the threshold for gatekeepers, such as restrictions on
the use of data and mandatory provision of access to data.

Prof lan Walden
Professor of Information and
Communications Law,
Centre for Commercial Law Studies,
Queen Mary University of London

=
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Law of
Tech

Impact of Global Developments in the Regulation of Online
Intermediaries on Asia

Panel discussion on the impact of global developments in the regulation of online intermediaries on Asia, including
the specific impact on Asian startups targeting EU and Japanese markets, as well as Asian unicorns with a global
footprint. The panel will explore the potential trend towards greater regulatory alignment in Asia and comment on
how quickly Asian governments might adopt these developments. Other topics include cyber security, common
standards, and the implementation of safeguards. The discussion will focus on online marketplaces rather than

network service providers.

Moderator: Ms Nehaa Chaudhari Ms Gladys Chun
Mr Yeong Zee Kin Partner, Ikigai Law General Counsel, Lazada

Chief Executive Officer,
Singapore Academy of Law

Prof Yanging Hong Mr Takeshige Sugimoto Prof lan Walden
Professor of Law, Managing Director and Partner, Professor of Information and
Beijing Institute of Technology S&K Brussels LPC Communications Law,

Centre for Commercial Law Studies,
Queen Mary University of London
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Technology Touchpoints in ESG

The urgency and dynamism with which ESG needs are evolving, pose real and immediate challenges to governments, businesses
and investors alike, whether in developing, implementing, tracking, assessing, managing or improving ESG action plans and
strategies. The gaps between ESG intention and ESG manifestation call for more effective, transparent and empirically-based
solutions to these challenges, as in these gaps lie the opportunity for circumvention or misrepresentation, such as in the form of
greenwashing or “green-hushing”. Is technology the hero or anti-hero in this quest?

This panel explores the touchpoints between technology and the ESG space, where technology offers aid for compliance with
ESG disclosure and reporting mandates and frameworks, ESG benchmarking in relation to risk factors and risk management and
alignment with reporting frameworks, access to meaningful ESG data to drive appropriate decision-making, keeping up with
changing ESG requirements, standards and frameworks, and scaling ESG competence, all in a prevailing sustainability-talent
crunch. It will address related issues such as whether technology is the panacea for typically small and under-resourced ESG
teams in meeting time-sensitive ESG goals, whether ESG responsibilities may be delegated to technology, whether technology
itself in the ESG space introduces challenges of its own and whether allocation of liability arising from technology reliance in ESG
compliance needs to be differentiated. ESG is both the cause and effect of seismic changes in business value systems, in the way
stakeholders require how the bottom-line is met and in the expectations of investors, which are in turn irrevocably re-defining
the command chain that drives businesses. In this environment, actors and advisers are compelled to keep abreast of demands in
the ESG space and how technology is stepping up to these demands, to arm themselves with the ability to distinguish between
noise and news, and to potentially re-shape their own role as properly-aligned and useful service providers.

Moderator: Mr Terence Chia Mr John Leung
Ms Joyce A. Tan Assistant Chief Executive, Corporate Group Chief Marketing &
Managing Director, Cluster Director, Human Capital Cluster, Communications Officer
Joyce A. Tan & Partners LLC Digital Industry and Talent Group, CDP

Infocomm Media Development Authority

Mr Helge Muenkel Mr Sean D. Tseng
Chief Sustainability Office, Legal Consultant
DBS Bank Limited ClientEarth

Ol
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From Winter to Spring: Insights from the Crypto Crash and
lessons on moving to a Crypto Spring

Join our panel of experts as we examine what lessons if any can be learnt from the aftermath of the crypto crash,
and what steps can be taken to turn from a crypto winter to a crypto spring. We'll take a closer look at possible
causes of the crypto winter and discuss the learning points to be gleaned. We will then consider whether the
answer to the issue to further regulation, and what roles regulators can play. Don't miss this insightful discussion on
the future of crypto.

Moderator: Mr Chia Hock Lai Mr Tarik Erk

Mr Benjamin Gaw Co-founder, SVP Regulatory and
Director, Global Fintech Institute Compliance AMEA,
Drew & Napier LLC Crypto.com

Mr William Hallatt Mr Alexander Joseph Mr Russell Yee
Partner and Co-Chair of Gibson Woon Wei-Ming Compliance Officer
Dunn'’s Global Financial Regulatory Lecturer Nomura Singapore Ltd

Practice Singapore University of
Gibson, Dunn & Crutcher LLP Social Sciences (SUSS)

Ol
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Navigating Tomorrow: Insights on the Future of Digital
Governance, Al Regulations, and Legal Practice

As the curtains draw to a close on an intellectually stimulating two-day conference, our closing session, “Navigating
Tomorrow,” will feature three thought-provoking interventions that synthesize and project the future of critical
domains in our ever-evolving digital landscape.

Unveiling the Digital Regulatory Frontier - Our first speaker will take the stage to illuminate “The Future of Digital
Regulations.” Drawing from the robust discussions of the past two days, this intervention promises to chart a

path through the intricacies of online safety and the regulation of online intermediaries. While contemplating

the trajectory established by recent developments, the speaker will also venture into the uncharted territory of
regulating the metaverse and cryptocurrencies, providing educated predictions on how this expansive space might
evolve.

Forging the Path of Al Regulations - The second speaker will dive deep into “The Future of Al Regulations.” With

Al poised to transform industries and societies, they will elucidate the three emerging models of Al regulation: the
holistic regulatory framework exemplified by the EU Al Act, sector-specific regulations such as those governing
recommendation systems and generative Al, and the novel extension of personal data protection into Al systems.
Their insights will navigate the intricate path ahead, illuminating the strategies that will guide Al into a responsible
and regulated future.

Legal Practice and Education in the Digital Age - Our final speaker will explore “The Future of Legal Practice and
Education,” by delving into the intersection of technology and law. This intervention will peer into the horizon of
legaltech’s impact on access to justice, the transformation of legal services, and the profound implications for the
training of future lawyers. Attendees will gain a glimpse into the ever-changing landscape of legal practice in our
increasingly digital world.

Join us for this enlightening closing session, where these three dynamic interventions will weave together the
threads of our discussions, providing invaluable insights into the future of digital governance, Al regulations, and the
legal profession. This final segment is your compass for the digital age, helping you chart a course toward a more
informed and forward-thinking future.

Commentator: The Honourable Justice Prof Simon Chesterman Prof lan Walden

Ms Denise Wong Aedit Abdullah Dean Professor of Information
Assistant Chief Executive, Data Judge of the High Court National University of and Communications Law
Innovation & Protection Group Supreme Court of Singapore Centre for Commercial

and Deputy Commissioner, Singapore Law Studies, Queen Mary
Personal Data Protection University of London

Commission, Singapore
Infocomm Media
Development Authority

Ol
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1000-1015
Al Governance for financial institutions
Ms Ying Yi Liew, Local Principal, Baker McKenzie Wong & Leow

1015-1030

Prarambh, CAM’s LegalTech Incubator

Ms Komal Gupta, Chief Innovation Officer, Cyril Amarchand
Mangaldas

1030-1045

Digital Path to Greater Access to Justice

Ms Claire Kok, Assistant Director (Assistant Head, Legal Affairs),
Cyber Youth Singapore

1045-1100

Automated Case Downloading and Bundling, Appointment
Booking and Document Generation

Mr Wilson Foo Yu Kang, Managing Director, Custom
Automated Systems® Pte Ltd

100-1130

Shaping LegalTech for Businesses Today

Mr Michael Lees, Chief Operating Officer, Rajah & Tann
Technologies

Mr Justin Lee, Partner, Rajah & Tann Singapore

Mr Mark Tyndall, APAC Head of Consulting and Sales, Neota
Mr Melvin Chee, Client Engagement Lead, Rajah & Tann
Technologies

1130-1200

Building Better (and Safer) Online Experiences for Kids &
Teens

Mr Kieran Donovan, Co-Founder & Chief Executive Officer, k-ID
Mr Jeff Wu, Former Head of Trust & Safety APAC, Ex-Meta

Mr Yeong Zee Kin, Chief Executive Officer, Singapore
Academy of Law

1200-1215

A Look Behind the Curtain: How LexisNexis is Transforming
Legal Practice-Responsibly

Ms Joanne Wade, Senior Director, Product Management, Asia
Pacific, LexisNexis Legal & Professional

1215-1230

Generative Al may not be the answer

Mr Andrew Beasley, Regional Director for Innovation & Best
Delivery, Clifford Chance

1230-1300

From Briefcases to Algorithms: Reimagining the Business of
Law in Asia

Mr Julian Barendse, ASEAN Counsel, Mori Hamada &
Matsumoto (Singapore)

Mr Reiji Hosokawa, Counsel, Mori Hamada & Matsumoto
(Singapore)

Mr Panupan Udomsuvannakul, Partner, Chandler MHM
(Bangkok)

1300-1315

Anti-Money Laundering and Countering the Financing of
Terrorism Compliance Solution for Businesses

Mr Melvin Chee, Client Engagement Lead, Rajah & Tann
Technologies

1400-1415

How to Pilot & Implement Legal Tech in Your Law Firm
Ms Sorcha Boyce, Senior Legal Tech Engagement Manager,
APAC - Allen & Overy

Mr Harry Kishen, Legal Tech Analys, APAC - Allen & Overy
Ms Stephanie Siu, Director of Strategic Development / Legal
Counsel, APAC, eBrevia, Inc.

Information is accurate as of 14 September 2023 and is subject to change.
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1415-1430
Enabling Responsible Al in India - An Ecosystem Approach
Ms Jameela Sahiba, Senior Program Manager, The Dialogue

1430-1445

Apply the Power of Generative Al to Supercharge your
Contract Review with LegalOn

Mr JP Biard, Head of Global Strategy, LegalOn Technologies

1445-1500

Growing the Legal Innovation & Technology Ecosystem
Across the Asia-Pacific Region

Mr Brian Tang, Co-chairperson, Asia Pacific Legal Innovation &
Technology Association; LITE Lab@HKU

Ms Adeline Chin, Co-chairperson, Asia Pacific Legal Innovation
& Technology Association

1500-1530

Award presentation for (1) ALITA Outstanding Legaltech
Entrant Award 2023 and (2) ALITA Outstanding Legal
Innovator (Law Firm) Award 2023

1530-1545
The Impact of Technology on Law: Preparing for the Future
Mr David N. Alfred, Director, Drew & Napier LLC

1545-1600
Web 3.0 Legal Issues for the Non-blockchain Business
Mr Chua Tju Liang, Director, Drew & Napier LLC

1600-1630

Empowering Small to Mid-Sized Firms with the Legal
Technology Platform

Mr Marcus Lim, Director (APAC), LUPL

Ms Luo Ling Ling, Founder and Managing Director, Luo Ling
Ling LLC

Mr Lim Seng Siew, OTP Law Corporation

1630-1700

Generating the future: What generative Al tools mean for
the next generation of lawyers

Mr Josh Lee Kok Thong, Managing Director, APAC, Future of
Privacy Forum

Mr Steve Tan, Partner, Rajah & Tann Singapore / Rajah & Tann
Technologies

Ms Anita Parkash, Director (Pedagogy & Planning), Singapore
Judicial College

1700-1730

Award presentation for (1) ALITA Outstanding Legal
Innovator (Solution Provider) Award 2023 and (2) ALITA
Outstanding Legal Innovator (In-House & Operations)
Award 2023

1730-1800

Presentation by winners of SMU Legal Innovation and
Technology (LIT) Hackathon

Ms Kaelyn Lim Yuqi, Student, Temasek Polytechnic

Mr Krysh Chainani, Student, Temasek Polytechnic

Ms Daduya Nicole Michaella Cuneta, Student, Singapore
Management University

Ms Elisa Khoo, Director, Tenobob

Mr Drustan Yeo, Director, Tenobob

TECHLAW.FEST 2023 18
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1000-1015

Of Tulips and Public Blockchains: Fiduciary Duties of Core
Developers?

Mr Michael Man Hon Ng, Lecturer, SUSS School of Law

1030-1045

Staying Competitive with LegalTech - Real Case Studies
with Lupl

Mr Marcus Lim, Director (APAC), LUPL

1045-1100

Introducing k-ID: A Revolutionary Technology for
Empowering Kids & Teens Online

Mr Kieran Donovan, Co-Founder & Chief Executive Officer, k-ID
Mr Jeff Wu, Former Head of Trust & Safety APAC, Ex-Meta

1100-1115

The New Age of Techno-Legal Evolvement

Ms Nga Lai Alice Chan, Vice-Chairman/Managing Director,
RCEP International Centre

1130-1200

Fireside Chat powered by the SMU Centre for
Computational Law

Assistant Professor Lim How Khang, Director, Centre for
Computational Law, Singapore Management University
Mr Wong Meng Weng, Principal Research Fellow
Singapore Management University

1200-1215

Operationalising “Responsible Al” in Public Administration:
A Complex Socio-Technical Problem

Associate Professor Jason Grant Allen, Director, Centre for Al
& Data Governance; Urban Fellow, Singapore Management
University

1215-1230
Square pegs and round holes: The law and tech?
Mr Rakesh Kirpalani, Director, Drew & Napier LLC

1230-1300

How Generative Al will impact in-house teams

Ms Lena Ng, Partner, Clifford Chance

Mr Chee Kin Lam, Managing Director & Head of Group Legal &
Compliance, DBS Bank Ltd

Information is accurate as of 14 September 2023 and is subject to change.
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1300-1315

How to Maximise the Power of Al and Leverage Al
Responsibly

Ms Jennifer Cathcart, Regional Manager, NetDocuments

1315-1330

In a world driven by Al, how might the process of preparing
for disputes transform, and how can we equip ourselves for
this change?

Ms Serena Lim, Founder/Business Development Director,
Wysk /Litigation Edge

1330-1400

Applying Large Language Models for Enhancing Contract
Drafting

Mr Yeong Zee Kin, Chief Executive Officer, Singapore Academy
of Law

Professor Lam Kwok Yan, Associate Vice President (Strategy

& Partnerships) | Executive Director, National Centre for
Research in Digital Trust | Professor, School of Computer
Science & Engineering | Director, Strategic Centre for Research
in Privacy Preserving Technologies and Systems (SCRIiPTS)

| Director, SPIRIT Smart Nation Research Centre, Nanyang
Technological University

1415-1430

Unlocking Process Automation: Streamlining Legal and
Business Operations with Neota and Al

Mr Mark Tyndall, APAC Head of Consulting and Sales, Neota

1430-1500

Award presentation for (1) ALITA Outstanding Legal
Innovator (Individual) Award 2023 and (2) ALITA
Outstanding Legal Innovation & Technology For Good
Award 2023

1600-1630

Launch of Technology Regulation in the Digital Economy
Mr Yeong Zee Kin, Chief Executive Officer, Singapore Academy
of Law

Mr Kenta Kusano, Chief Executive Officer, LawNet Technology
Services

TECHLAW.FEST2023 19
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